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Insurtech: Legal considerations in New Zealand
Insurtech – the application of new technology innovations in the insurance
value chain – has become a hot topic of conversation in the New Zealand
insurance industry. While most agree that insurtech’s arrival in New Zealand
is inevitable, there is less agreement about the extent of the disruption that
insurtech will bring and what that disruption will look like.
The impact of insurtech in New Zealand has until now been relatively limited
and largely confined to the customer onboarding process (eg through
the introduction of chatbots). In other jurisdictions we have seen a much
broader range of insurtech innovations being utilised right across the
value chain, including those impacting on risk assessment, policy pricing,
claims assessment and contract formation. As a broader range of insurtech
innovations start to hit the New Zealand market it will be crucial for insurers
and other market participants to have a complete understanding of the
legal and regulatory risks associated with those new offerings. As has
been evidenced in the fintech sector globally, trying to fit a new product
or innovation such as an ICO within an existing regulatory regime can be a
difficult task and produce uncertain outcomes.
In a New Zealand context, the task of identifying legal and regulatory risks
associated with insurtech innovations is made all the more difficult by the
extensive law reform projects currently underway. As of April 2018, current
reform projects affecting insurers include the Reserve Bank’s review of the
Insurance (Prudential Supervision) Act, the complete repeal and replacement
of the Financial Advisers Act, a new Privacy Bill to replace the Privacy Act and
the recently announced review of insurance contract law. As those projects
move forward it will be important for the insurance industry to participate
fully in the consultation processes so that the legislation can, to the extent
possible, be future proofed to accommodate new insurtech innovations.
In this article we examine some of the insurtech innovations emerging around
the world and discuss some of the legal and regulatory considerations that
could arise in a New Zealand context.
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Policy pricing and assessment
The Internet of Things
A major insurtech innovation enhancing policy pricing and assessment is
the Internet of Things (IoT). The IoT refers to the network of physical devices,
vehicles, home appliances and other items, embedded with network
connectivity and sensors or recording devices, which enable those objects
to connect and exchange data. As an industry that relies heavily on data for
assessing risk and pricing policies, the IoT potentially represents a quantum
leap forward for insurers.
Smart watches (often referred to as “Fit-tech”) provide an excellent example.
To price life insurance premiums, insurers use actuarial science and statistical
models (known as “life tables”) to calculate the probability of an insured’s
death in a given year using variables such as age, gender, health and lifestyle.
Smart watches can provide insurers with real time health information that
correlates to the probability of the insured’s death (eg heart rate, blood
pressure and exercise), enabling life insurers to more accurately price
premiums, offer incentives for insureds that follow a healthy lifestyle and
provide a more customised life insurance experience. Outside of New Zealand,
John Hancock, for example, offers policyholders who wear an internetconnected Fitbit discounts of up to 15% on their life insurance policies.
In the vehicle insurance business, sensors on cars can provide insurers with
data on a person’s driving habits, such as speed and route, to identify and
offer lower premiums to safer drivers. For drone operators, a New York-based
start-up, Verifly, gathers a wide range of real time data, such as weather
forecasts, nearby aircraft and topography, to provide drone insurance on a
flight-by-flight basis at the push of a button on an app. Verifly will also perform
a risk assessment on the operator that flies the drone, meaning the safer the
operator the less premium they pay.
There are no explicit restrictions on IoT devices in New Zealand. However,
increased data collection will inevitably increase the propensity for tensions
between an insurer’s interest in obtaining comprehensive information and
an insured’s privacy rights. As always, when collecting, storing and using
information about insureds using IoT devices, insurers should take care that
they are compliant with privacy and data protection laws.
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In New Zealand, the Privacy Act regulates the collection, use, storage and
disclosure of “personal information”. It is crucial for insurers that use IoT
devices to ensure that policy wording and issuing practices comply with the
information privacy principles (IPP). In particular, IPPs 1 to 4 which govern how
and for what purposes personal information can be collected. For instance,
to ensure compliance with IPP 3, when collecting information from an insured
using an IoT device, the insured should be made aware:
a) that their information is being collected (eg their heartrate and
blood pressure);
b) why their information is being collected (eg for flexible premiums);
and
c) who will see that information (eg the insurer and underwriters).
Importantly, information collected for one purpose may not be used for
another purpose without the authorisation of the person concerned.
Where IoT devices are used to collect information from insureds and the
relevant device also collects personal information about third parties, that
information will also need to be carefully managed by the insurer. Such
collateral data collection will generally not be authorised by the individual
concerned, and insurers may face claims that they have not complied with
IPP 3 or IPP 10 (if they make use of the information). Minimising the collection
and retention of such data will mitigate those risks.
These issues are likely to become more acute as concern about the use of
personal information grows. Privacy reform legislation has been introduced.
While that leaves most of the IPPs unchanged, further development is likely
before the legislation is enacted and current proposals, such as compulsory
notification of breaches, will be relevant to the insurance industry.
Another potential risk for insurers collecting data from IoT devices arises if the
security of an IoT device is compromised and a customer’s rights are infringed
as a result of a cyber-attack. Will it be the insurer that is liable (for asking the
customer to wear the device to collect their health information), or will it be the
manufacturer (for failing to put adequate security features in place to prevent
the attack)?
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Security in IoT devices is generally an afterthought for manufacturers and IT
security experts are expecting to see an increase in security attacks on IoT
devices.
IPP 5 provides that an agency that holds personal information shall ensure
that the information is protected (against loss, access, use, modification, or
disclosure) by such security safeguards as it is reasonable in the circumstances
to take. However, it is unlikely that this principle will be breached by an
insurer or the manufacturer, where there has been a breach of the security
of an IoT device owned by an insured, but not the database of the insurer
or the manufacturer. While information is being collected from an insured,
and before it is relayed via the internet to the server of the insurer or the
manufacturer, it will be difficult to say that the insurer or manufacturer holds
that information. The criteria for a breach of IPP 5 would not be established.
Instead, the insured may seek an action against the manufacturer in tort for
a breach of a common law duty of care. For example, the insured may ask a
court to find a manufacturer of IoT devices owes a duty of care to install such
security measures as are adequate to protect the privacy of end-users against
reasonably foreseeable cyber-attacks.
Price discrimination concerns
As insurers begin to tailor their terms and pricing for each insured according
to new types of risk factors (eg the level of exercise), they will need to think
carefully about the potential for discrimination under the Human Rights Act
(HRA). Section 44 makes it unlawful for any person who supplies services to
the public to treat any other person less favourably in connection with the
provision of those services than would otherwise be the case by reason of any
of the prohibited grounds of discrimination of the HRA. Section 48 of the HRA
sets out an exception to section 44 for insurers that offer policies of insurance
on different terms or conditions based on gender, disability and age if the
different treatment is based:
a) on actuarial or statistical data, upon which it is reasonable to rely,
relating to life expectancy, accidents or sickness; or
b) where no such data is available in respect of persons with a
disability, reputable medical or actuarial advice or opinion, upon
which it is reasonable to rely.
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Although this exception would allow an insurer to price a policyholder’s
premiums based on age, disability or gender, it does not extend to any of
the other prohibited grounds of discrimination in the HRA. An insurer which
offers policies of insurance based on any of the other prohibited grounds of
discrimination in the HRA, which include marital status, ethical belief, political
opinion, employment status, family status and sexual orientation, could be
subject to an investigation from the Human Rights Commission.

Claims assessment
In the future of insurtech, the use of smart contracts, drones and parametric
insurance could revolutionise and speed up the claims assessment process,
which will provide greater certainty for households and businesses and aid
recovery after natural disasters.
Drones
The limited availability of claims assessors and the high number of claims after
natural disasters can severely hinder the assessment and payment process
and the speed of rebuild. In the US, property insurers are increasingly using
drone fleets to survey damage. In the days after Hurricane Harvey, the Federal
Aviation Administration issued 137 airspace authorisations for drone-related
recovery efforts in the Houston area. In a fraction of the time it takes to survey
damage using traditional on-the-ground techniques, drones can quickly fly
to the affected locations using built-in GPS and send high-resolution aerial
photographs back to assessors. These images can be compared to those taken
by the drones pre-disaster so that assessors can begin preparing estimates
and prioritise their resources to the hardest hit areas. Drone technology is
becoming more advanced and cheaper to use, and we expect that insurers in
New Zealand will begin implementing these techniques in coming years.
Before deploying drone fleets in New Zealand, there is a range of legal issues
that insurers will need to consider, including those relating to:
a) the Civil Aviation Rules (CARs): Unless certificated under Part 102
of the CAR, an insurer’s ability to use drones to conduct mass aerial
surveillance of a disaster hit area may be frustrated by a number of
restrictions in Part 101 of the CAR. In particular:
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i. CAR 101.207, which prohibits an operator of remotely piloted
aircraft from operating above property unless prior consent has
been obtained from any persons occupying that property or the
property owner; and
ii. CAR 101.209, which requires an operator of a remotely piloted
aircraft to keep the aircraft within their visual line of sight at all
times;
b) data protection and privacy law: In particular, IPP 3, which requires an
agency collecting personal information to take steps to ensure that
the individual concerned is aware of the fact that their information
is being collected. By taking aerial photographs en masse, insurer
drone operators may collect personal information of the occupants
of the properties in question and neighbouring properties;
c) the law of trespass; and
d) the Radiocommunications Act: Insurers operating drones should
ensure they use the correct radio frequencies. If they do not, they
may interfere with vital radio systems such as air traffic control or
emergency services and be subject to prosecution.
Parametric insurance
The dispute resolutions process is another factor which has delayed the
settlement of insurance claims and hindered the pace of the Canterbury
rebuild 1. In the future the impact of such delays could be minimised by
parametric insurance policies facilitated by smart contract technology.
Unlike traditional insurance, which typically requires an insured to make a
claim for their indemnified loss, parametric insurance pays out an insured
automatically by reference to the size or occurrence of an insured event.
For example, a parametric insurance policy that covers earthquakes might
pay out 20% of the total cap for a magnitude 5 earthquake. For a magnitude
6 earthquake, the payout might increase to 40% of the total cap and so
on. Upon receiving data from an external agency recording the size of the

1 The Reserve Bank’s November 2017 Financial Stability Report estimates that there are
$2–6 billion of claims associated with the Canterbury earthquakes that are yet to be paid.
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earthquake (eg Geonet), the insurance company would pay the agreed
amount automatically irrespective of actual loss incurred. The potential of
parametric insurance may, in theory, be further enhanced by blockchain and
smart contract technology.
According to Swiss Re, parametric insurance solutions should play a larger role
in catastrophe coverage. A large-scale example of parametric insurance is
the Caribbean Catastrophe Risk Insurance Facility (CCRIF). The CCRIF offers
earthquake, tropical cyclone and excess rainfall policies to Caribbean and
Central American governments and has helped mitigate the short-term cash
flow problems that its member countries face after major natural disasters.
Insurers that wish to issue parametric insurance contracts to persons in New
Zealand will need to review their terms carefully against the definition of
financial product in the Financial Markets Conduct Act (FMCA).
The disclosure requirements of the FMCA (which include the preparation
and lodgement of a product disclosure statement) apply where there is a
“regulated offer” of a “financial product”. A regulated offer will occur where
there is an offer of a financial product to any retail investors.
For the purposes of the FMCA, a financial product includes a “derivative”, and
a derivative includes an agreement where a party to the agreement may be
required to provide consideration at a future time to another person where
the amount of consideration varies by reference to the value or amount of
something else. Although it is unlikely, a parametric insurance contract could
potentially meet this criteria and therefore be classified as a derivative and a
financial product for the purposes of the FMCA. If the issuer of the parametric
insurance contract offers the contract to retail investors, a “regulated offer”
will occur and the issuer will be required to comply with the onerous disclosure
requirements of the FMCA.

Sales and distribution
Chatbots and robo-advisors
One part of the insurance value chain where new technology is already
having an impact in New Zealand is in sales and distribution. The introduction
of artificially intelligent chatbots and robo-advisors has opened up a
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communications channel that can quickly give potential insureds the
information and advice they need at their fingertips, at any time of the day,
without a lengthy phone call. While personalised robo-advice is not permitted
under the existing Financial Advisers Act regime, the Financial Services
Legislation Amendment Bill (currently before Parliament) will ensure that
such services are permitted under the new financial advisors regime. For
the interim period, until the Amendment Bill comes into effect, the Financial
Markets Authority (FMA) has introduced an exemption which allows approved
providers to give personalised financial advice through a digital channel,
provided they comply with certain conditions. Insurers (and others in the
distribution chain) who wish to provide personalised advice to customers
through digital channels (such as a chatbot) must apply to the FMA to get the
benefit of that exemption.
Predictive analytics
Chatbots are only one example of the many ways that artificial intelligence
will impact sales and distribution to make things easier for policyholders.
Insurers may reap even more rewards from predictive analytics. Predictive
analytics uses big data, statistical analysis and artificial intelligence to forecast
future events, including customer behaviour. As noted in a recent Callaghan
Innovation White Paper, companies using AI, the IoT and big data to uncover
new business insights are predicted to seize $1.2 trillion globally from their
less-informed peers by 2030.
Online businesses already use predictive analytics to give consumers
personalised search and product recommendations based on their browsing
history and geographical location. In the insurance industry, insurers are
beginning to use predictive analytics for targeted advertisements and to
create insurance comparison platforms that make finding the right insurance
product as easy as googling a flight.
As these techniques become more prevalent in New Zealand, insurers can
hope to make a serious dent in New Zealand’s uninsured masses.
According to Massey University, New Zealand has the third lowest penetration
of insurance among 31 OECD countries. One reason for this (as also noted
in the recently released Terms of Reference for MBIE’s review of insurance
contract law) is the complexity of insurance and the difficulty that consumers
face when comparing prices and policies to find the right policy.
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On-demand insurance
On-demand insurance is another category of insurtech innovation that is
re-designing sales and distribution to tap into the millennial demographic.
Trov, an insurtech start-up that is expanding into the Australian and UK market,
offers insurance for individual items that users can toggle on and off using
“micro-duration polices”. Most insurers offer policies that are general in nature
(eg, home and contents) and renew on an annual basis. By allowing users to
insure only those items that are important to them and only at the times that
they believe those items to be most at risk, Trov seeks to address the issue of
wasted insurance cover. For a customer that uses an expensive bike only once
per month, keeping it securely locked away the rest of the time, Trov’s ondemand insurance could be an efficient and cost-effective solution.
We expect that insurtechs that wish to offer on-demand insurance in New
Zealand will experience similar legal barriers-to-entry as other new entrants
to the New Zealand insurance market. This will likely mean having to meet
the licensing requirements under the Insurance (Prudential Supervision) Act,
including holding minimum capital and governance and risk management
requirements. Before offering on-demand insurance in New Zealand, insurers
should also ensure that they draft their on-demand policies effectively with
regard to the general rules of contract interpretation and insurance-specific
principles such as the doctrine of good faith.

Contract formation
Following the international mega-trend towards disintermediation (think Uber,
AirBnB and peer-to-peer lending), there are increasing numbers of insurtech
start-ups offering peer-to-peer insurance platforms.
Peer-to-peer (P2P) insurance is a risk-sharing network where a group of
associated or like-minded individuals pool their premiums to insure against
risk. Under the peer-to-peer insurance model, insureds pay monthly premiums
which are pooled together to pay for reinsurance and claims. Unlike traditional
insurance, however, at the end of the year the provider will typically refund
any funds that remain in the pool. The P2P insurance model also differs from
traditional insurance by allowing its users to choose who contributes to their
insurance pool and with whom they share risk. Traditional insurance models
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group together large number of strangers with different risk profiles into a
single pool and each insured pays different premiums based on their individual
risk profile. Under a P2P insurance model, an insured will be motivated to form
a group with individuals they know to be low-risk, thereby lowering the cost of
reinsurance. There is also lower the moral hazard associated with P2P than with
traditional insurance coverage, because when members of a pool are family or
friends there is a disincentive to file fraudulent claims.2
The peer-to-peer insurance model is arguably not an innovation at all in
that it bears some similarities with the historic mutual insurance company
model. A mutual insurance company is an insurance company that is entirely
owned by its policyholders and, typically, can distribute profits in the form
of dividends. There are many insurance arrangements that can be said
to fall under the P2P umbrella, but often it is a third-party insurer, not the
policyholders, which own the P2P platform.
There is no express prohibition on P2P insurance in New Zealand, but it will be
interesting to see how the different P2P models which are emerging around
the world fit into our regulatory landscape. In particular, under some P2P
models it will not always be clear than a contract of insurance exists, or that
there is an “insurer” which is capable of prudential regulation under IPSA.

2 https://www.investopedia.com/terms/p/peertopeer-p2p-insurance.asp#ixzz4zsWnIAPk
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This publication is intended only to provide a summary of the subject covered. It does not
purport to be comprehensive or to provide legal advice. No person should act in reliance on
any statement contained in this publication without first obtaining specific professional advice.
If you require any advice or further information on the subject matter of this newsletter, please
contact the partner/solicitor in the firm who normally advises you, or alternatively contact one
of our specialist listed at the end of this publication.
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